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Motivation

• Modern vehicles have lots of connectivity

• Anti-theft

• New Insurance paradigms

• Pay how you drive

• The Controller Area Network (CAN bus) is a robust vehicle 

bus standard designed to allow devices to communicate 

with each other in applications without a host computer. 

RQ: To what extent OBD II features allow driver detection?

Research Question:
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The CAN standard
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The Real-Time Detection Method
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The feature vector
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The Rule-based Machine Learning 

Model
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Feature Gathering
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Dataset overview
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Empirical Rules
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Experimental Results
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Conclusion and Future Work

• We propose a method aimed to discriminate between the car owner and 

impostors using a rule-based machine learning algorithm. 

• We evaluated the proposed method on a dataset of 10 drivers.

• High performances in terms of precision and recall are achieved.

• We plan to investigate whether formal verification techniques are useful to 

improve the results.
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Thanks for your attention 

• We are grateful for receiving comments,  observations, suggestions, and 

collaborations with other research groups which could improve our

research. 

francesco.mercaldo@iit.cnr.it
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